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2025 Cybersecurity Implementation Results

I. Cybersecurity Organization and Staffing : The Information Technology Department consists of 26 dedicated
professionals (20 in Taiwan, 5 in Mainland China, and 1 in Malaysia). This global team is responsible for cybersecurity
operations, risk management, and the implementation of security policies, ensuring robust response capabilities for any
emergency cybersecurity incidents.

Il. Security Infrastructure and Management Effectiveness :

> Network Detection and Response (NDR): Implemented an advanced network monitoring system to achieve full
traffic visibility. This enables the precise identification of potential threats and timely intervention before lateral
movement occurs, safeguarding core data assets.

> 24/7 Managed Detection and Response (MDR): Established a round-the-clock monitoring service that filters 90%
of security noise and improves incident response efficiency by 70%. This service supplements internal resources and
reinforces operational resilience and compliance.

> Multi-Factor Authentication (MFA): Deployed MFA for remote access and critical systems, reducing the risk of
unauthorized account compromise by 99.9% and establishing a stringent identity defense perimeter.
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2025 Cybersecurity Implementation Results

lll. Awareness Training and Drill Performance
> Policies and Announcements: Published 4 Cybersecurity Policy Announcements and 3 Security Awareness

Bulletins.

» Education and Training: Completed 3 hours of specialized training for the Cybersecurity Team and 2 hours of
general security awareness training for indirect personnel.

» Security Drills: Conducted 1 Social Engineering Exercise covering 582 employees to enhance organizational
vigilance against phishing threats.

IV. Cybersecurity Incident Statistics
» Number of major cybersecurity incidents impacting corporate operations or violating customer
privacy in 2025: 0.
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